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A Systems Engineer at X3¥H=Z

* Email: timebug.info@gmail.com
* Github: https://github.com/timebug
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https://github.com/upyun/upyun-resty
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ngXx_lua/OpenResty

NGINX

e What is UPYUN
* What is OpenResty

e Tech Talks
201411 Beijing OSC

201511 Beijing OpenResty Con
201608 Guangzhou UPYUN OpenTalk
201612 Shenzhen OpenResty Con
201712 Hangzhou OpenResty Meetup
201811 Hangzhou OpenResty Con
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¢ Projects

o Middleware

Project Slardar

o Nginx Modules

base64-nginx-module

zstd-nginx-module

o Libraries

checkups
httpipe
redis-ratelimit
17monip

sync
ctxdump
consul

load

requests

limit-rate

o Community Contributions

slice filter and If-Range requests
autoindex module and request body
ngx.reqg.raw_header with single line break
ngx_lua and filter finalize problem

segmentation fault might occur when SSL renegotiation happens

o Work at UPYUN
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HTTP/2
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CLIENT

HTTP/1.X,
FASTCGI, UWSGI, ETC

SERVERS
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limit_req_zone $binary_remote_addr zone=mylimit:1@0m rate=5r/s;

limit_req_log_level error;
limit_reqg_status 429;

server {
location /upyun/ {
limit_req zone=mylimit;

proxy_pass http://website;

ks
¥
l l l l l ll l = ngx_http_limit_req_module
s oo aoomsoomsoom e @ ERSREIP, BREVEIERERN /s,

l l l l l ® =I&kE, MBBEKEREL 200ms, BNELE,

rate = 5r/s

Allowed, no delal Delayed Rejected _ @ 1E§E BZT‘HJ!% l:Fl : 1% T\ﬁglkjéi%ﬂ‘mIEEIE .:%t. E,‘J .
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NGINX i&3

---------------------------------------------

0.0s 200ms 400ms

Vo

rate = 5r/s brust = 4

Allowed, no delay Delayed Rejected
_ _

@ ®E brust =4, RREBIREFIERR 5r/s MR, EINRZATFEING 4 TiEKEE
PAF(R, 15 FIYERRLOVFIERRE, AIISEIENBEKRZMIAHRLE,

® EEZEFE 4 TIBKENFRVIBTAT, LI “IZ"IRIERMZKIELE,

@ RALTF I —ERENRE, BEEWSZSET, HIASEINEKEREMZE NI #&
20, a0 EERSRRBASIRAERIBR MEREFS T 800ms 7 #HITALIE,



NGINX 15K R ZR[RH (3)

_________

0.0s 200ms 400ms

T T
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every 200ms take one
(4 slots)

rate = 5r/s brust = 4 nodelay

Allowed, no delay Delayed Rejected
| >

@ nodelay BT brust = 4 FIP] MERFR RINFEZSFFRNEKILANISEILE, SIEtEH,
R —TMEETEN 4 RU“<THE7RATI (TR)

®© MHRAEEATNXTERE, R RZEMR 200ms B—1<h”, ZHREUFS
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~— Burst without delay — \ Burst with delay to 5r/s J

—> Allowed, no delay Delayed —> Rejected

@® NGINX 1.15.7 % #F delay=number F] brust=number S ES{EH.

® HHEHEGRT, BIREEREESNOBEBAREBIEILNY, FihE
BT RABERRISTIRG, T delay SR TR HIXERENR,

@ PIANETIES|IHNERAE 4 ~6 1, FE\BERAAMBXERR, EXEEALTE
12 14, BBz ENRGISRERR 7 burst=12 5F, XAIBIRE delay=8, 1£
RRIEKNIFERT, HPFRI 8 MR/ EHITIEIELIE, 54 TNMKAABASFRALE,
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limit_conn_zone $binary_remote_addr zone=addr:10m;

limit_conn_log_level error;
limit_conn_status 503;

server {
location /download/ {
limit_conn addr 1;

}

= ngx_http_limit_conn_module
@ NFABRINER, ZEREIESTIERAEIBASTET FHIEITEL

@ £ HTTP/2 F1 SPDY #hiX'F, B—1THKRIEKE = IM—TIHILRER,
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location /download/ {
limit_rate_after 500k;
limit_rate 20k;

}

o==C)
= ngx_http_core_module il J

@ TE NESTHIE 500 KB #iE/a, Mz FREVDZIENUEY 20 KB EE#TTIRE.
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local limit_req = require "resty.limit.req"
local 1im, err = limit_req.new("mylimit", 5, 9)

local delay, err = lim:incoming(ngx.var.binary_remote_addr, true)
1f not delay then
if err == "rejected" then
return ngx.exit(429)
end
return ngx.exit(500)
end

if delay >= 0.001 then
ngx.sleep(delay)
end

= Jua-resty-limit-traffic (resty.limit.req)
@ L Lua REBEAMEZERTF NGINX limit_req &R rate=5r/s brust=4 BJfRRELE
@ 1B Lua SEMMEINREAR LRI REES £ FXER.

= |ua-resty-limit-traffic (resty.limit.conn)



OpenResty ISR - 18 KE =Rl

local limit_count = require "resty.limit.count"
local 1im, err = limit_count.new("mylimit", 5000, 3600)

local delay, err = 1lim:incoming(ngx.req.get_headers()["Authorization"], true)
1f not delay then
1f err == "rejected" then
ngx.header["X-RateLimit-Limit"] = "5000"
ngx.header["X-RateLimit-Remaining"] =
return ngx.exit(503)
end
return ngx.exit(500)
end

ngx.header["X-RateLimit-Limit"] = "5000"
ngx.header["X-RateLimit-Remaining"] = err -- current remaining number

= Jua-resty-limit-traffic (resty.limit.count)

@ #0 Github API Rate Limiting & 1%1T3E1,

® 1% Lua RRBTXNRME O EREITTERAESHITRG,


https://developer.github.com/v3/#rate-limiting
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local ratelimit = require "resty.redis.ratelimit"
local 1im, err = ratelimit.new("mylimit", "5r/s", 4, @)
local red = { host = "127.0.0.1", port = 6379, timeout = 1 }

local delay, err = lim:incoming(ngx.var.binary_remote_addr, red)
1f not delay then
1f err == "rejected" then
return ngx.exit(429)
end
return ngx.exit(500)
end

if delay >= 0.001 then

ngx.sleep(delay)
end

= |ua-resty-redis-ratelimit (resty.redis.ratelimit)

@ T NGINX limit_req MAJ resty.limit.req —1, #HERE T FREENFIDIFRERFITRS], FRENZ, HIER
1515 BARTF7E Redis MTMEEI 2 NGINX SLHPRSHE .,

@ f&B)T Redis Lua Script L, {EEEISRSEERFEMLIEFE. BN, ZERIGEEITSEREERREL
EMRERF—REE, A2/ BEAIRINEE,

® NGINX 1 Redis REEEME 10, SHR—TILRFH, (NESBREFK, EEESIELBHRHSBBERER
Sy IR R AT . é,m St T A ZER A — LB TR R BT MBI R T, 72 NGINX Ui/ SRR,
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local ms = math.abs(Cnhow - last)
excess = excess - rate * ms / 1000 + 1000

1f excess < 0 then
excess = 0
end

1f excess > @ then
return BUSY

end
_— . - ® TEEMRIMA, —RB/)HIERRSIZ 0.001r/s, ATEW
Va Host T8, BME1NKE (BRIRRAIt) KFKIX 0.001 NME
- computer X, 3B rate = 5r/s fHHTF 5000t/s,
T @ ms NMETERAL—NEREN BN, iR 100ms,
_fow BAZEY, TEANPERLA 1000 FF 0.1s,
Leaky
ket ol ’ N The bucket . .
\ waer comang o 4198 @ excess Rix L —RBHMKEH GERET) ; 5,
| i Sy ticed _ - excess < 0 WIMEES#MEEN 0, LERMBEIFRBELT=E
o RS, BRAKHEERET.

® R excess >0 iRPARBEACHHEIR T, AT,
Network [B] BUSY, RREIC,
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local lim_global = limit_rate.new("my_limit_rate_store", 100, 6000, 2) -- global 20r/s 6000r/5m
local lim_single = limit_rate.new("my_limit_rate_store", 500, 600, 1) — single 2r/s 600r/5m

lim_global:take_available("__global__", 1)
lim_single:take_available(ngx.var.arg_userid, 1)

local t@, err
local t1, err

1f t@0 == 1 then
return -- global bucket is not hungry

else
if t1 == 1 then
return -- single bucket is not hungry
else
return ngx.exit(503)
end
end
T e .
= |ua-resty-limit-rate (resty.limit.rate) : One token added
per tick

® % Lua RREFTSEBEIATI, thEREPHN—MIHETE,

@*&thﬁmq%?ﬁﬁ%ﬁﬁ,ﬁﬁﬂﬁm%iﬁiﬁﬁﬁﬁﬁ%ﬁiﬁﬂﬁﬁ,Eéﬁ—é
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—
1 One token removed
I and discarded
: per cell transmitted

@ HELE limit.count I EAAIE O EARITERBERTIRE, ZERERKTEERET, thaeik
BRMR, FEBEEB AR B E QL)% 8 S A REREIRFNER B LI,

Departure

: Arrival Processor

® BRTIERERRE (—P<E—TEK) , EEBNFTEEATREREN, L, —
RS T—1FT,
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All Web/API services use Kong as the gateway
(Kong is a very famous OpenResty application)

KONG-S

AELTZUN

KONG-X
SpERuL 2 /APL XN

. @ PLUGINS

 cors J ip-restriction rate-limiting http-log
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body = function()
local size = 8192
if size > request_size then
size = request_size
end

local count, err = token_bucket:take_available("service_id", size)
i1f count == @ then
return nil, err -- drop body
end
size = count

request_size = request_size - size
local bytes, err = req_socket:receive(size)
if err then

return nil, err

end

return bytes
end

token bucket incoming rate 1048576t/s

policy  token bucket ”
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check_1limit = {

["__global__"] = {
interval = 100,
capacity = 12000

quantum = 4,
}, -- 40r/s 12000r/5m

__bucket__"] = {
interval = 200,
capacity = 6000

quantum = 2,
}, -- 10r/s 6000r/10m

"__delete__"] = {
interval = 500,
capacity = 1200,
quantum = 1,

}, -- 2r/s 1200r/10m

1

EVENTS OVER TIME 0O @ & + x

i | Q | @ status:200 (17999852) @ status:404 (57) status:503 (4) status:504 (0) status:500 (0) status:499 (0) status:414 (0) @ status:429 (1339177)
count per 10m | (19339090 hits)
00000

250000
200000

14:00 16:00 18:00 20:00 : : 02:00 04:00 06:00 10:00 12:00
01-11 01-11 01-11 01-11 - - 01-12 01-12 01-12 01-12 01-12 01-12




M=% E3CRRERBY - 1P 1510) PRI

NN N N N NN NN NN NN NN NN IEEN IR NN EEENEENEEEEEEEEEEREEREEERE "
.

| BRI

TERRR: /a/*.mp4|

XI5 ERBESRS, Wt /a/f.mp4d . /b/*flv

PR&IATL: [
o HBHIREANAIEIIER, BHiFZILE IP A0

g TEEE (/%) £ FAE) (7)) iB{E

500 — | 2000 60 O

2000 At 300 ®




MAAZ=HYZe ESCPRERA - B ERGECIRIE

00 @ xmzrya X

& C & &% | https://console.upyun.com/services/ e e 2245 /optimizeCdn/

H.265 BiEn EEES

ETF CDN g9 H.265 S EEEENTG =, BLaEFimis KA RULFEIE, LI H.265 EaEEHD, M
o> CDN B FHEFH R ke - B
{elp P
) mp4
mp4

mxaEn SR

RO |
B8 BiE AN BA =/ ! FAN ©

187 BRAMIECESEEIENINEE? 1BEE AFiER ‘ o ‘

® ZINEEBEE BN o SR A ERAVAER, KOS A ERRREEG EISIERTEEZ
N, AINE—EREELHIESERNTERESHE, TERE,






