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MR IR

git clone git@github.com:huangnauh/slardar.git
git co docker
docker-compose up

docker-compose.yml:

version: '3.2'

services:
slardar:
links:
- consul
- mysql3307
- mysql3306
image: huangnauh/slardar:test
volumes:
- type: bind
source: ./nginx/conf
target: /usr/local/slardar/nginx/conf
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Image credit: strea m_prOCGSSing(htth/nginx.org/en/dos/stream/stream _processing.html)

SNI {t;38

l:l:,;ll] ’ $§i;& N gX_St 'ea m_SS |_p Ferea d (http://nginx.org/en/docs/stream/ngx_stream_ss|_preread_module.html) T:E p Ferea d le\Eﬁ, }A
ClientHello JBEEHREME R

stream {
server {
listen 443;
ssl _preread on;
proxy_pass $ssl_preread_server_name:$server_port;
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TCP fagtaiE

Mysqgl Server

tcp/3306

tcp/3306
\{Mysql Server

| Mysql Client }JECP/ 3151—>  Nginx

stream {
upstream mysql {
#hash $remote_addr consistent;
server 127.0.0.1:3306;
server 127.0.0.1:3307;

}
server {
listen 3151;
proxy_pass mysql;
}

}
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TCP fazktaE:
Mt

$ echo "show variables where variable_name = 'hostname'" \
| mysgql --skip-column-names -h 127.0.0.1 -P 3151 -uroot -proot

hostname e3ac73dd497d <mysql3306 CONTAINER ID>
¥18):
$ 1100

hostname 396662e2585d <mysql3307 CONTAINER ID>
hostname e3ac73dd497d <mysql3306 CONTAINER ID>

hash:

$ 111

hostname 396662e2585d <mysql3307 CONTAINER ID>
hostname 396662e2585d <mysql3307 CONTAINER ID>
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stream-lua-nginx

openresty [ stream-lua-nginx-module ©Watchv 82 YruUnstar 359  ¥Fork 101
<> Code Issues 18 Pull requests 11 Projects 0 Wiki Insights

Embed the power of Lua into NGINX TCP/UDP servers

D 236 commits ¥ 2 branches © 3releases 48 7 contributors

|_.,_ News 0

No news available.

BoweredibVAEORERIO

2016-04-13 2016-08-30 2017-01-15 2017-06-03 2017-10-20

Description

This is a port of the ngx_http_lua_module to the NGINX "stream" subsystem so as to support generic stream/TCP
clients in the downstream.

Lua APIs and directive names rename the same as the ngx_http_lua_module .
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Back to TOC

Hello, Lua!

F http 28401

stream {
server {
listen 3351;

content_by_lua_block {
ngx.say("Hello, Lua!")
}

Mt:

$ nc 127.0.0.1 3351
Hello, Lua!

http://127.0.0.1:3999/slardar.slide#2
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TCP faF1y&

F3 Lua EEHE upstream

stream {
upstream backend {
server 0.0.0.1:4321; # an invalid address
balancer_by_lua file balance.lua;

Iy
server {
listen 3131;
proxy_pass backend;
by

}

1Y balancer_by lua* #1 ngx.balancer E5eRENZSIEIFFIE IR upstream
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lua-resty-checkups

httpS//g|th u b .CO m/u pyu n/| u a-l’esty-Ch ecC ku pS (https://github.com/upyun/lua-resty-checkups)

SCHENAS upstream B, ZBNEAT http 7R S, MELEEFEERT stream FR4:

TR W ERINE

T RGHE EoNERNE

L S mER A

http://127.0.0.1:3999/slardar.slide#2

11/38


https://github.com/upyun/lua-resty-checkups

201712122 OpenResty TCP i 55 fRERAN Sl A58

ASIERE upstream

£ balancer_by_lua* A, 1&1Y tcp BYUm I FFHEX ] FHAY upstream

skey = ngx.var.server_port

local peer, err = checkups.select_peer(skey)

if not peer then
ngx.log(ngx.ERR, "select peer failed, ", err)
return

end

local ok, err = balancer.set_current_peer(peer.host, peer.port)

e HM, peer.host AZIFHZ

EMARS R, set_current_peer AEEEIZEH { host = "mysql3306", port =3306}, T|E
B SR ARTRIERE
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checkups Ec&

_MO["3131"] = {
-- ETMERINE
enable = true,
typ = "mysql”, -- connect mysqgl

-- mysql 18
"user":"runner",
"pass”:"runner123456",

"name" : "upyun",

-- mysql itk
cluster = {
{

servers = {
-- mysql3306 #EENEEINES
{ host = "127.0.0.1", port
-- mysql3307 EL

3306, "fail timeout":10, "max_fails":3 },

{ host = "127.0.0.1", port = 3307 },
-- 1invalid
{ host = "127.0.0.1", port = 3308 },

}
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1]

I® upstream
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BT checkups 8920, SEIL T — 1T BENX Y tcp WY, ST upstream B9IEHIERE

http://127.0.0.1:3999/slardar.slide#2

Command:

<method> <topic> <name>\n ‘
[ 4-byte size in bytes ][ N-byte data ]

DATA Format:

‘[ 4-byte Size ][ 4-byte Type ][ N-byte data ] ‘

Type:
OK 0
MESSAGE 1

ERROR 2
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B upstream

$ echo -ne 'PUT upstream 3131\n\x00\0x00\0x00\0x3d{"cluster":[{"servers":[{"host":"127.0.0.1",
"port":3306}1}1}' | nc 127.0.0.1 1895 | xxd
00000000: 0000 0006 00OO 0000 4f4b .. ..., OK

$ echo -ne 'get upstream info\n' | nc 127.0.0.1 1895
00000000: 0000 02e5 0000 0001 ...

info (5 8.

"3131": {
"cluster":[

{ "servers":[{
"host":"127.0.0.1",
"port":3306,
"weight":1,

"fail timeout":10,
"max_fails":3}]

http://127.0.0.1:3999/slardar slide#2 15/38
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BERNE

$ echo -ne 'get upstream status\n' | nc 127.0.0.1 1895 | xxd
00000000: 0000 025a 0000 0001

status 52
-- checkups heartbeat timer is alive.

"checkup_timer_alive": true,

-- last heartbeat time
"last_check time": "2017-12-20 15:40:58",

-- status for 3131 cluster

"cls:3131": [
[{
"server": "3131:127.0.0.1:3306",
"msg":null,
"status":"ok",
"lastmodified":"2017-12-20 15:53:21",
"fail num":0
+]
]

http://127.0.0.1:3999/slardar slide#2 16/38
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{Zfi# upstream
BT checkups, FfTRIA

o EHEFE—TIERIFAY upstream
o X upstream FH{TIBHINE

BATEFE: — T IIMNEBEHEIRAEEIA upstream

®-:: CONSUL Oeth
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lua-resty-store

UL TR EC)  @unwatch~ 35 | | #Unstar 240 | YFork 52

E upyun / slardar

<» Code lssues @ Pull requests 2 Projects 0 Wiki Insights

Branch: master ~ | slardar [ nginx / app / lib / resty [ store / Create new file = Upload files = Find file | History
huangnauh lua-load in stream-lua Latest commit asdffe1 20 days ago

[ api.lua update stream-lua-nginx 25 days ago

E| config.lua lua-load in stream-lua 20 days ago

E| load.lua lua-load in stream-lua 20 days ago

El utils.lua update stream-lua-nginx 25 days ago

e api: consul ] etcd B api kv =z
e config: M consul 8§ etcd FHESHNEECE
e load: M consul % etcd EHZSINEL lua JERS
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upstream in consul

CONFIG/SLARDAR/UPSTREAMS_STREAM/ +

I 3131

mysql

config/slardar/upstreams_stream/3131

"typ":"mysql”,

"enable": true,

"user": "runner",

"pass”:"runner123456",

"name" : "upyun",

"timeout":2,
"servers":[{"host":"127.0.0.1","port":3306}]

http://127.0.0.1:3999/slardar.slide#2 19/38



2017/12/22

code in consul

CONFIG/SLARDAR/LUA_STREAM/ +

I script.preread3151

| [ S PR |
http://127.0.0.1:3999/slardar.slide#2
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config/slardar/lua_stream/script.preread3151

ngx.exit(1)

UPDATE

CANCEL

[ Validate JSON

DELETE KEY
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luda-resiLy-10du
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httpS//g|th u b .CO m/h ua ngna u h/l ua- I’eSty—|Oa d (https://github.com/huangnauh/lua-resty-load)

MINSBEIERENSHNE lua B8, TLZE reload nginx

1=4E la A

http://127.0.0.1:3999/slardar.slide#2

package.loaders

loadstring

package.loaded

setfenv
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SYOO T IR b BT e pi

51%1E upstream XA[EHFEY tcp MY

$ echo -n 'ngx.exit(1)' | wc -c | xargs printf "0x%0.2x"

0Ox0b

$ echo -ne 'LOAD code script.preread3151\n\0x00\0x00\0x00\0x0bngx.exit(1)" |
nc 127.0.0.1 1895 | xxd

00000000: 0000 0006 0000 0000 4f4b ..., OK

Mt:

$ mysql -h 127.0.0.1 -P 3151 -uroot -proot
ERROR 2013 (HY000): Lost connection to MySQL server

REHAE R

$ echo -ne 'GET code info\n' | nc 127.0.0.1 1895

{
"modules™: [{

"time":"2017-12-20 13:54:58",
"version":"50e9bb007a4a0b3dbd22712f5453a5f1",
"name" :"script.preread3151"}]

Rz &S
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;ﬁ%} ?E%U ’ L\/{;\}F:ﬁ 1; % %‘:ii( Lea ky B u Cket) re Sty | | m |t req (https://github.com/openresty/lua-resty-limit-

\
traffic/blob/9ac7c27212474ceb20213aeadbbfoc673a009d80/ lib/resty/limit/req.md) j\j 15 |J .

local lim = limit_req.new("stream_limit_req_store", 1, 3)
local key = ngx.var.remote_addr
local delay, err = lim:incoming(key, true)
if not delay then
return ngx.exit(1)
end
if delay >= 0.001 then
ngx.sleep(delay)
end

INEEIRANSZ45 access_by lua, 7 preread FrEXSERXFEHITNEE
PESAENR

fmt.Printf("connected: %s\n", elapsed)

nEE:

fmt.Printf("connected: %s\n", elapsed)

http://127.0.0.1:3999/slardar.slide#2

Run

Run
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Slardar
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httpS//g|th u b .CO m/U pyu n/S | d rd d r(https://github.com/upyun/slardar)

C {7} | & GitHub, Inc. [US] | https://github.com/upyun/slardar

Files

+ B nginx
+ I app
» im etc
~ @ lib
>~ | ngx
+ [ resty
» im checkups
* m core
* im logger
+ jm store
B httpipe.lua
B load.lua
B lock.lua
B shcache.lua
B subsystem.lua
~ [ src
+ [ modules
B errno.lua
B logger.lua
B protocol.lua
B upstream.lua
Bu
+ [ stream
B content.lua
B preread.lua
B status.lua

B balance.lua
B init.lua
B init_worker.lua

MySQL Proxy

http://127.0.0.1:3999/slardar.slide#2

Slardar

Updating your upstream list and run lua scripts without reloading Nginx.

Table of Contents

» Description

* Installation
¢ Install From Source
o Build Docker Image

* Configuration
o Lua Configuration

o Consul Configuration
o Nginx Configuration

= Interface
o Get Slardar Status

o Get Scripts Status
o Update Upstream
o Delete Upstream
o Post Lua Scripts or Modules
o Load Lua Scripts or Modules
* Example
* Run Test
* Contribution
» Copyright & License

Description
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mysql packet
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Payload
Type Name Description
. Length of the payload. The number of bytes in the packet beyond the
int<3> payload_length | = .
initial 4 bytes that make up the packet header.
int<1> sequence_id Sequence ID
string<var> | payload payload of the packet

Image credit: mysql packets (https://dev.mysal.com/doc/dev/mysql-server/8.0.0/page_protocol_basic_packets.html/)

e fixed length integer
e length encoded integer 1R#EZE—"1" byte 3£ integer

e null terminated string

e length encoded string 1RIEFFIARY integer /R string <& (B ImIAIEEIE)

lua-resty-mysql Pro9 s comopenresyiuaresy mysarpuiien TE SRR A< E8 AN B (R 2B 1E null terminated
string B9 null &Rz

MySQL &ifliiX
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MySQL

http://127.0.0.1:3999/slardar.slide#2

2 F 11N

Client
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- - _—l—l—_'—_—_'_—_—_'_
init handshake

(______,____————ack

H\_\quit———_____%_____)

AP = ATILI Fla EYER T

A AR
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AA\\ V4
mEHB

e COM_QUERY &3 select, update, insert,

http://127.0.0.1:3999/slardar.slide#2

wm
int<1>
string
int<4=
string<8>
string<1=
int<2=>
int<1=>
int<2>
int<Z=
int<1>
int<10=>
string<13>

string

OpenResty TCP i 55 fRERAN Sl A58

HEF IR0

ik 10

AR 55 23 AR

connection id

INEFREHF 7T & (scramble) B—2849 ATIAE
/75 0x00

AR5 2RI AEIT S B—ah o

FRIEES(32 utf8)

RS ENEIR, I ESAESSUEEHER R
fRSs st AEiT G B _&h o/

scramble <& 8 + 13 = 21

BRI

IANEREHFEfF B (scramble) B85
AN mysql_native_password

delete

=o

[~

int <%

o

int<4>
int<1>
int<23>
string
string

string

EFRIMLE

E P istl fEtn
R/HEKE
FHRIZ(32 utf8)
-SRlivs

AFP&

TAIEENHE
HIREEBTR
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e COM_QUIT ZFimEH

| ua- reSty' mysq | p r70 (https://github.com/openresty/lua-resty-mysql/pull/70) Z:ﬁgﬁii ﬂ e | d_CO u nt j(a: 250 E"]’l%;

int

int

int<2:

int<2=

MySQL Proxy

http://127.0.0.1:3999/slardar.slide#2

Command

a7 COM_QUERY 0x03

RAF#mA

OK Packet
0x00

affected rows
insert id

fRS 2R
0x00

.

E 4]
int<

int<2>

string<6:

string

OpenResty TCP i 55 fRERAN Sl A58

int

Err Packet

Oxff

B

SQL AR (# F18)
HIRHE

ResultSetHeader
field_count
extra(r]i%)
KR EOF Packet
int<1: Oxfe
int<2: EERE
int<2> ARGARIRAL

(B £ resultset)
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e

lua-resty-mysql-toolset
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L

init handshake
_____________________ - . __init handshake
--------------------- o e e
Rauth
. —authack “authee o
________ auth ack™
o
ccmmand‘_iﬂ
ccmmam,d>
. —ack
«_f,___fack”‘f
------------- gommand————=—=-f==—=oNang ==
\‘““‘*quitx\hﬂ

httpS.//glth u b .CO m/h ua ngna u h/l ua- I’eSty-mysq |-tOO | Set (https://github.com/huangnauh/lua-resty-mysgl-toolset)

=TI\l 1 A/ Tkt ld NN —— _ - _ _1

http://127.0.0.1:3999/slardar.slide#2

=TIl lw N ——

I Ay R e ANV v VAN R

Z/\ >l
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T LAL) IMZEHYESAN MY, 1£ 1Ua-resty-mysql Byt CAUN I server By pMXEssD, Bam— 1
1 ABAY proxy

stream {
server {
listen 3141;
preread_by_ lua_file app/src/stream/preread.lua;
content_by_lua_file app/src/stream/content.lua;
log by lua_file app/src/log.lua;

lua in consul

script.content3141

http://127.0.0.1:3999/slardar slide#2 32/38
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config/slardar/lua_stream/script.content3141

local proxy = require "resty.mysgl.proxy”
local conn, err = proxy:new({user="runner",password="runnerl23456"})
if err then
return
end
err = gonn:handshake()

if err then
return

end

conn:process( )

CANCEL VALIDATE JSON DELETE KEY

M3zt

$echo "show variables where variable_name = 'hostname'" |
pipe> mysql --skip-column-names -h 127.0.0.1 -P 3141 -urunner -prunner123456 upyun

hostname huangnauh. local

EE0E
1. BEARERORXDES upstream, AN BEREXDIES

stream {

[ S U SR . | r

http://127.0.0.1:3999/slardar slide#2 33/38
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upstredm pdckena A{

server 0.0.0.1:4321; # an 1invalid address
balancer_by_lua file balance.lua;

+
server {
listen 3132;
proxy_pass backend;
+
server {
listen 3133;
proxy_pass backend;
}
}
. — ]
Z5 05

2. 9t COM_QUERY sql 154

local cmd = string.match(sql, "(["%s,/]1+)")

if not cmd then
http://127.0.0.1:3999/slardar.slide#2 34/38
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return nil, "sql error™
end
cmd = string.lower(cmd)
-- @8 DML BEXDIEE, AEEmHEENER
if cmd == "select" or cmd == "show" then
else

end

1EBEELEIR
sysbench --time=10 --threads=100

MySQL Proxy:

http://127.0.0.1:3999/slardar slide#2 35/38
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SQL statistics:
queries performed:

read: 48253
other: 96506
total: 144759
queries: 144759 (14396.37 per sec.)
MySQL:

SQL statistics:
queries performed:

read: 65328
other: 130656
total: 195984
queries: 195984 (19525.11 per sec.)
Thank you
&= RIE(huangnauh)

PY& = pa
i h uan gna u h @gm d | | .Com (mailto:ihuangnauh@gmail.com)
httns://oithi 1th com/hi 1ANSNAL TN e it b cominanonani
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